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County Name:

Project Name:

This Technological Needs Project Proposal is consistent with and supportive of the vision, values, mission, goals, objectives, and proposed actions of the Mental Health Services Act (MHSA) Capital Facilities and Technological Needs Component Proposal. 

 

We are planning to, or have a strategy to modernize and transform clinical and administrative systems to improve quality of care, operational efficiency, and cost effectiveness.  Our Roadmap for moving toward an Integrated Information Systems Infrastructure, as described in our Technological Needs Assessment, has been completed. This Project Proposal also supports the Roadmap.

 

We recognize the need for increasing client and family empowerment by providing tools for secure client and family access to health information within a wide variety of public and private settings. The Proposal addresses these goals.

 

This proposed Project has been developed with contributions from stakeholders, the public and our contract service providers, in accordance with California Code of Regulations (CCR), Title 9, Sections 3300, 3310 and 3315(b).  The draft proposal was circulated for 30 days to stakeholders for review and comment.  All input has been considered, with adjustments made as appropriate.  

 

Mental Health Services Act funds proposed in this Project are compliant with CCR Section 3410, non-supplant.

 

All documents in the attached Proposal are true and correct. 

Name:

Signature:

Phone:

Date:

Email:

County Mental Health Director

Chief Information Officer

Name:

Signature:

Phone:

Date:

Email:

 HIPAA Privacy/Security Officer

Name:

Signature:

Phone:

Date:

Email:
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Technological Needs Assessment

 

County Name:                             

 

Project Name:                             

 

 

 

Provide A Technological Needs Assessment Which Addresses Each Of The Following Three Elements

 

1.         County Technology Strategic Plan Template

         (Small Counties have the Option to Not Complete this Section.  )

 

This section includes assessment of the County's current status of technology solutions, its long-term business plan and the long-term technology plan that will define the ability of County Mental Health to achieve an Integrated Information Systems Infrastructure over time. 

Current Technology Assessment

 

List below or attach the current technology Systems In Place. 

 

 

1.1    Systems Overview 

 

List Or Attach A List Of The Hardware And Software Inventory To Support Current Systems. 

 

1.2    Hardware 

1.3    Software 

1.4    Support (i.e.,  Maintenance and/or Technical Support Agreements) 

Plan To Achieve An Integrated Information Systems Infrastructure (IISI) To Support MHSA Services 

Describe the plan to obtain the technology and resources not currently available in the county to implement and manage the IISI.  (Counties may attach their IT Plans or complete the categories below.)

 

1.5    Describe how your Technological Needs Projects associated with the Integrated 

Information System Infrastructure will accomplish the goals of the County MHSA Three-Year Plan. 

1.6    Describe the new technology system(s) required to achieve an Integrated Information SystemInfrastructure.

1.7 -  Note the Implementation Resources Currently Available. 

Oversight Committee:

Project Manager

Budget:

Implementation Staff in Place:

Project Priorities Determined:

1.8 - Describe Plan To Complete Resources Marked “No” Above. 

1.9 - Describe the Technological Needs Project priorities and their relationship to supporting the 

MHSA Programs in the County. 

2.  Technological Needs Roadmap Template

 

This section includes a Plan, Schedule, and Approach to achieving an Integrated Information Systems Infrastructure.  This Roadmap reflects the County's overall technological needs.

 

Complete a Proposed Implementation Timeline with the Following Major Milestones. 

2.1         List Integrated Information Systems Infrastructure Implementation Plan and Schedule or 

         Attach a Current Roadmap (example below). 

C:\Documents and Settings\ksaunder\My Documents\My Pictures\WebStuff\BigBlueArrowDateLine.jpg

C:\Documents and Settings\ksaunder\My Documents\My Pictures\WebStuff\Milestones.jpg

2.2         Training and Schedule (List or provide in Timeline Format…Example Below) 

2.3         Describe your communication approach to the Integrated Information Infrastructure with

          Stakeholders (i.e., Clients and Family Members, Clinicians, and Contract Providers).

2.4         Inventory of Current Systems (May include System Overview provided in County          

         Technology Strategic Plan). 

2.5         Please attach your Work Flow Assessment Plan and provide Schedule and List of Staff and

          Consultants Identified (May complete during the Implementation of the Project or RFP). 

2.6         Proposed EHR component  purchases [May include information on Project Proposal(s)]. 

2.7         Vendor Selection Criteria (Such as Request for Proposal). 

2.8         Cost Estimates associated with achieving the Integrated Information Systems

          Infrastructure. 

3.         County Personnel Analysis (Management and Staffing)

         (Small Counties have the Option to Not Complete this Section.) 

Major Information Technology Positions

Estimated #FTE Authorized

Position Hard to Fill?

1 = Yes

0 = No

Estimated #FTE Needed in addition to #FTE Authorize

A. Information Technology Staff  (Direct Service)      

Subtotal A

B. Project Managerial and Supervisory      

CEO or Manager Above Direct Supervisor

Supervising Project Manager

Project Coordinator 

Other Project Leads 

Subtotal B

C. Technology Support Staff      

Analysts, Tech Support, Quality Assurance

Education and Training

Clerical, Secretary, Administrative Assistants

Other Support Staff (Non-Direct Services)

Subtotal C

Total County Technology Workforce (A + B + C)      
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3

		CurrentPage: 

		PageCount: 

		CountyDropDownList: Riverside

		ProjectName: Behavioral Health Information System (BHIS) Development and Implementation Plan

		TextField1-1: Currently, the department has two main legacy systems that support daily operations: eCura and INSYST. The eCura system is used for administering managed care, fee-for-service providers. Functions include enrolling providers, authorizing services, and paying claims. The INSYST / ECHO system is used for administering all other services including all tracking, billing, and state reporting requirements for mental health and substance abuse clients. This system is used for activities such as tracking Medi-Cal certification, eligibility, registering clients, staff time accounting, differentiating between payor sources, and billing.

		TextField1-2: The department has various hardware (servers, networks, workstations and peripherals) being used in conjunction with the software below to support daily departmental functions and operations. Please see Appendix A for current inventory of Hardware. Phase 4 PC’s are HP Vectra VL 600’s. Phase 5 are HP Vectra VL 400’s. Phase 6 are HP Vectra VL 420’s.  Phases 7, 8, 9 and 10 are HP Compaq DC 7100’s, 7600’s, 7700’s and 7800’s, respectively.

		TextField1-3: Today, the Department of Mental Health operates with 2 main legacy systems: INSYST and eCURA.  A number of other applications and data tracking systems are used to meet more specialized business needs. Please refer to Appendix B for inventory of other software used in the department.

		TextField1-4: Please refer to Appendix C for support agreements for current production systems.

		TextField1-5: In the previously approved Technology and Capital Facilities plan, Riverside County Department of Mental Health (RCDMH) summarized the planning process used to identify and prioritize technological needs. Up to this point, approval has been granted for implementing a Behavioral Health Information System for implementing the Electronic Health Record (EHR) and eventual implementation of the Personal Health Record (PHR). This system will support original MHSA goals of providing more efficient access to essential information while facilitating the integration of the full array of client services. In addition, this will enable staff to more effectively meet the needs of all consumers.While RCDMH has already received approval to use MHSA Technology funding for implementing the BHIS, approval is still required regarding the specific details for how funds will be used to implement the BHIS. This application includes materials for specific plans regarding implementation of the EHR portion of the BHIS.As previously approved, in March, 2006, RCDMH initiated the process of developing and releasing a Request for Proposals (RFP) for a third-party vendor software solution. After successful completion of the process for selecting a vendor, negotiating and contract, and contract execution, approval of the following plan is needed to begin development and implementation of the BHIS.This plan includes: (1) purchasing and configuring hardware, (2) purchasing software, (3) professional fees associated with customizing the software for RCDMH, (4) additional staff for development, implementation, maintenance, and training.The county plans to replace the legacy INSYST and eCura software applications with a fully integrated Behavioral Health Information System (BHIS) for Practice Management, Managed Care and Clinical EHR (Electronic Health Record).  The new BHIS will be implemented in phased releases.  Phase I will include Practice Management, Administrative Workflow, Managed Care, Billing & Accounting, and all state mandated reporting.  Phase 2 will involve the implementation of a Clinical EHR function.Through this project the county will achieve the following goals during the 3-year plan:a. Increase coordination and communication between providers within the mental health system.b. Improve the quality and efficiency of care by using a fully integrated Behavioral Health Information System (BHIS).c. Decrease reliance on out-dated and labor intensive manual computation of management reports for monitoring staff productivity, program budgets, and revenue sources.A well-executed EHR can (1) reduce costs because providers have access to more timely and accurate information resulting in more fully informed treatment decisions, (2) promote / support evidence-based treatment, and (3) result in overall quality of care improvements.

		TextField1-6: The department is in the process of selecting a vendor with a BHIS solution product that meets requirements of the following functional modules the department has determined it needs in order to achieve an Integrated Information System Infrastructure:a. Access/Contact Centerb. Medi-Cal Eligibility Verificationc. Managed Cared. Payor/Provider Relations Managemente. Practice Management – Administrative Workflowsf. Practice Management – Billing and Accounts Receivableg. Electronic Health Records (EHR)h. Data Management and Reportingi. System InterfacesDetails on each module are in Appendix D (RFP, Riverside County Behavioral Health information System Functional and Technical Requirements)

		: 

		TextField1-8: N/A

		TextField1-9: Riverside County Department of Mental Health (RCDMH) project priorities are consistent with the MHSA goals of (1) modernizing and transforming the RCDMH’s information systems and (2) increasing client and family empowerment.The goal is to purchase a fully integrated Behavioral Health System (BHIS) replacing the two separate vendor software solutions currently in use. The integrated BHIS will include components meeting functional needs such as Practice Management, Administrative Workflow, Managed Care, Billing & Accounting, and all state mandated reporting. In regards to the Clinical EHR function, the BHIS will facilitate documentation about consumer treatment needs, interventions currently and previously used, intervention success, and provide access to information on services consumers are receiving from other providers.Other needs that have been identified for RCDMH are in relationship to developing a more systematic and standardized method for managing staff training needs and resources. This includes a need for the electronic organization and delivery of training materials as appropriate. To meet these needs relating to managing training resources and materials, RCDMH will also purchase Electronic Learning (E-Learning) software. This software will be used to train and support staff in developing skills and practices in support of consumer wellness and recovery. This software can be used to make courses available electronically to staff at geographically distant sites instead of requiring attendance in conventional classroom courses. This will reduce disruption to service appointment schedules, increase the staff availability to consumers, and reduce costs associated with travel and other training related expenses. In addition, a Learning Management System (LMS) will be implemented for RCDMH to manage and track staff trainings to ensure standardization of training delivery.To provide RCDMH management and supervisors with the data and reports needed for data-based, informed decision-making, the Statistical Package for the Social Sciences (SPSS) software is required in order to analyze, report and understand the Department’s service data.  Historically, this program has been used to analyze data and to update management on statistics related to client demographics, such as how many people are  receiving services, types and number of services provided, staff productivity, and effectiveness of various programs. This software is essential for effective management of the Department’s programs. At this time, the Department is proposing to expand the number of SPSS software licenses in order to accommodate the heavy data analysis requirements involved with MHSA programs. There are specific data analysis requirements for a number of the MHSA initiatives including CSS reporting, FSP outcomes, PEI evaluations, and Innovation project reporting.The Department plans to provide increased access to technology and electronic resources as a direct benefit for consumers and family members.  This means providing more computers, technical assistance, and access to electronic resources, including hardware/software maintenance and upkeep, in the various peer centers and/or other clinic settings.  In addition to more computer equipment, basic computer training and tutorials for computer operation and software programs will be made available.  Other electronic devices such as fax machines, copiers, and phones will also be provided, as needed, for consumer use.As requested in many of the forums and community planning processes, various basic educational software, related to languages, design, music, crafts, and high school equivalency (GED) training will also be provided.  These learning software tools have the potential to increase consumer recovery by providing the mechanisms necessary to research wellness, define practices related to establishing independence and empowerment, as well as assist them with mastering the skills necessary to gain meaningful employment.

		TextField2-1: The following elements are included in the Project Roadmap. A visual representation of the Roadmap is included as Appendix E.NEEDS ASSESSMENT & VENDOR SELECTION – Needs assessment and vendor selection is in progress and nearing completion.INFRASTRUCTURE – Activities relating to Infrastructure include establishing core hardware and administrative staff needed to install, operate, and maintain the EHR. This infrastructure will include provisions for privacy and security as required by current law and regulations. Hardware needs apply to both Department-wide resources, such as network servers, as well as more program-specific, localized hardware, such as document scanners and electronic signature pads. Infrastructure resources are required to install, operate, and maintain clinical and administrative workstations, telecommunication systems, data center hardware, network hardware, and peripheral hardware required for the BHIS.PROJECT PLANNING – Project Planning activities include finalizing plans for project resources, assigning project responsibilities, and establishing schedules.     - Resources: Plans will be finalized regarding staffing, hardware, and any other resources needed for implementation.      - Assignments and Project Responsibilities: Working with the selected vendor, the key tasks and milestones will be identified and assigned to the most appropriate BHIS team members.     - Schedules: Working with the selected vendor, specific schedules will be developed for a common understanding of what needs to be accomplished by the Department to stay on schedule as well as what the vendor's time lines and milestones will be for the project to be completed on schedule.PHASE 1: PRACTICE MANAGEMENT  – The initial functions for implementation relate to establishing the core data records necessary for billing the State. This will include all data that must be transmitted when submitting claims to the state. This includes data such as client registration, admission, discharge, service records, defining service types, and generating claims to the State.     - Data Conversion: Data fields will be mapped so that 2 years worth of service data can be converted and imported into the new system.     - Reporting / Data Extract: Methods for generating reports and extracting data will be established.     - Testing and Phase Acceptance: Before accepting the completion of Phase 1, testing will be conducted to ensure that the application can successfully complete all Phase 1 functions, such as successful submission of claims to the State.     - Time Line for Completion: The intended completion date for Phase 1 is precisely one year after contract execution with the vendor.PHASE 2: CLINICAL EHR – EHR components include all data regarding the documentation of clinical activities and all data required to meet Department standards for clinical records: Assessments, Treatment Plans, Progress Notes, Medication Prescribing, etc.      - Document Imaging: In developing the EHR, new standards, policies, and practices will be established for electronic charting. This will include implementation of document imaging capacity within programs.      - Signature Pads: Hardware will be installed at programs for electronically recording consumer signatures as required for chart documentation, such as for treatment consent and treatment plans.     - Reporting: Methods for generating reports on clinical activities will be established.     - Auditing: Auditing methods will be established for Quality Improvement and Supervisors to review clinical records.     - Testing and Phase Acceptance: Before accepting the completion of Phase 2, testing will be conducted to ensure that the application can successfully complete all Phase 2 functions, such as electronic charting, imaging, and reporting.      - Time Line for Completion: The intended completion date for Phase 2 is precisely two years after contract execution with the vendor.IMPLEMENTATION – After Phase 1 is completed by the end of the first year and Phase 2 is completed by the end of the second year, resources will be dedicated to trouble shooting, problem solving, and integrating the BHIS into the department's business practices. This is scheduled for years 3 and 4 of the BHIS Development and Implementation Plan.     - Training and Technical Assistance: In addition to implementing a long term plan for training staff in using the BHIS, it is likely that unanticipated circumstances will require significant changes to program business practices. So, in addition to training, technical assistance will be provided to programs in adapting business practices to the new BHIS. These will likely be customized business practices unique to each program's unique circumstances.     - Feedback Loops: After initial implementation, it is anticipated that there will be problems and lessons learned. Feedback mechanisms will be in place to identify how the originally implemented BHIS needs to be revised or modified.      - Continuous Quality Improvement: Quality Improvement staff will feedback results from their chart reviews to the programs as well as the BHIS Team. This information will also be used to identify ways that the EHR or that business practices need further modification.     - Management Reporting: Fiscal and administrative reports regarding State billing, program expenses, and revenue will be provided to program managers and supervisors to identify problems with fiscal and administrative practices as well as identify any ways that the BHIS need to be revised.     - Personal Health Record (PHR): During the Implementation phase, plans will be developed for integrating a PHR with the EHR. County operations associated with PHR will be managed over an extended period of time. Initial projects to support the PHR will focus on the evaluation of the need for consumer and family technology training. Various options will be considered including any solutions available from the selected vendor as well as other possibilities such as those available in the Network of Care. RCMHD certifies that implementation of an EHR & PHR system and related components will adhere to all CA DMH EHR and PHR Standards and Requirements (DMH Info Notice:08-09, Enclosure 3, Appendix B)

		TextField2-3: Key representatives have been and will continue to be identified as needed to provide feedback and make key decisions in the implementation of the BHIS. The BHIS Steering Committee is composed of the Director, the Assistant Director for Administration, the Assistant Director for Programs, the Information Technology Officer (ITO) from central Riverside County Information Technology, the RCDMH's ITO, the Manager over Quality Management, and three program Administrator representatives.Up to this point, activities have focused on RFP development, evaluation of vendor proposals, and initiation of the RCDMH work flow analysis. To accomplish these activities, committee and workgroup participants have included program supervisor representatives, clinical / program representatives, clerical / support representatives, technology, fiscal / admin, compliance, quality management, and management. Feedback from managed care providers has been collected and summarized.After contract execution, the BHIS Team will be assembled. The BHIS Project Director has been identified and will be the Manager responsible for Quality Management. There will be four Leads: Technology, Admin / Fiscal, Clinical / Program, and Training. Each Lead will help identify who needs to be involved with decisions related to their area of responsibility. Both the Leads for Clinical / Program and Training will be required to develop a plan for incorporating consumer employees (known as Peer Support Specialists) to include perspectives from consumers and family members. There will be at least one Peer Support Specialist who will be identified to dedicate time as a member on the BHIS Team. In addition, each Regional Manager will identify one individual from their programs to be their 'Regional Expert'. This will include a representative from the Director of Consumer Affairs and a representative from Parent Support. These 'Regional Experts' will be involved with key decision making throughout the implementation and be very involved in trainings during the actual roll out of the project.

		TextField2-4: To date, County of Riverside DMH utilizes 2 main legacy systems that support daily operations. The eCura system is used for administering managed care, fee-for-service providers. Functions include enrolling providers, authorizing services, and paying claims. The INSYST / ECHO system is used for administering all other services including all tracking, billing, and state reporting requirements for mental health and substance abuse clients. This system is used for activities such as tracking Medi-Cal certification, eligibility, registering clients, staff time accounting, differentiating between payor sources, and billing.Aside from the 2 main systems mentioned above, there are additional systems and data tracking mechanisms for managing more specialized in nature.Further detail is included the the following Appendices: Appendix A: Hardware; Appendix B: Software

		TextField1: In February of 2008, the department began its work flow assessment process. RCDMH released an RFP for a consultant to conduct the analysis and successfully completed the selection and process and established a contract with the consultant.In March of 2008, the consultant began meeting with and soliciting input from members from a range of functional areas, work groups, and programs. Input was obtained from program supervisor representatives, clinical / program representatives, clerical / support representatives, technology staff, fiscal / admin, compliance, and quality management.As a result of this work, the consultant drafted a report with her conclusions and recommendations. In addition, she developed a series of diagrams representing RCDMH's work flow and various work processes.Currently, the department's Managers are reviewing the draft report. Based on their input and feedback, the Project Director will provide a summary of Managers discussion to the BHIS Steering Committee. After review by the Managers and by the BHIS Steering Committee, the report will be finalized to include the consultant's conclusions and recommendations in addition to RCDMH's plans for incorporating the report's conclusions and recommendations.

		TextField2-6: Appendix D includes the full RFP that was released. RCDMH's goal is to implement a BHIS system that includes functions for practice management, administrative processes, management reporting, managed care, billing, accounting, and all state mandated reporting. The clinical component of the EHR should collect key data on consumer assessments, treatment planning, service delivery, progress notes, prescriptions, and provide access for providers to see the full range of services a consumer is receiving. Reports will be needed for Supervisors and Managers to monitor providers' caseloads, service volume, productivity, and consumer payor sources, appointment scheduling, and facilitate referrals between programs.

		TextField2-7: Appendix D includes the full RFP that was released. A representative from Riverside County Purchasing Department was responsible for coordinating the process of administering the RFP, rating vendor proposals received in response to the RFP, and contract negotiations. The vendor selection process included a systematic process for rating proposals. All proposals were rated by a committee including representatives from programs, fiscal, admin, managed care, and quality management.Due to delays, it was necessary for RCDMH to re-release the RFP and complete the selection process with a more aggressive time schedule. During the second RFP process, the RCDMH Director, Assistant Director for Administration, and RCDMH ITO provided leadership to ensure that the process is completed in a timely manner. RCDMH will be completing the RFP process very soon requiring approval of this "BHIS Development and Implementation Plan".

		TextField2-8: Please refer to Exhibit 4 for cost estimates of achieving the Integrated Information Systems Infrastructure.

		A11: Chief Technology/Information Officer

		A12: 

		A13: 

		A14: 

		A21: Hardware specialist

		A22: 

		A23: 

		A24: 

		A31: Software Specialist

		A32: 

		A33: 

		A34: 

		A41: Other Technology staff

		A42: 

		A43: 

		A44: 

		TotalACol2: 
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Check at Least One Box from Each Group that Describes this MHSA Technological Needs Project 

Indicate the Type of MHSA Technological Needs Project

 > Electronic Health Record (EHR) System Projects (Check All that Apply)

 > Client and Family Empowerment Projects

 > Other Technological Needs Projects that Support MHSA Operations

Indicate the Technological Needs Project Implementation Approach

Name of Consultant or Vendor (if applicable):

Name of Vendor:

Name of Consultant or Vendor (if applicable):

Name of Vendor:

Project Description and Evaluation Criteria (Detailed Instructions)

Small County?

Complete Each Section Listed Below.  

 

Small counties (under 200,000 in population) have the Option of submitting a Reduced Project Proposal; 

however, they must describe how these criteria will be addressed during the implementation of the Project.  

 

A completed Technological Needs Assessment is required in addition to the Technological Needs Project 

Proposal.  Technological Needs Project Proposals that are for planning or preparation of technology are not 

required to include hardware, software, interagency, training, or security considerations.  These items are 

indicated with an “*”.

Project Management Overview   (Medium-to-High Risk Projects)

Counties must provide a Project Management Overview based on the risk of the proposed Project.  The 

Project must be assessed for Risk Level using the worksheet in Appendix A.  

For Projects with Medium to High Risk, the County shall provide information in the following 

Project management areas.

Independent Project Oversight

Integration Management

Scope Management

Time Management

Cost Management

Quality Management

Human Resource Management (Consultants, Vendors, In-House Staff)

Communications Management

Procurement Management

For Low-Risk Projects, as determined by the Worksheet in Appendix A, the above Project 

Management Reporting is Not Required.  

Instead, the County shall provide a Project Management Overview that describes the steps from concept 

to completion in sufficient detail to assure the DMH Technological Needs Project evaluators that the 

proposed solution can be successfully accomplished.  For some Technological Needs Projects, the 

overview may be developed in conjunction with the vendor and may be provided after vendor selection.

Project Cost  

Technological Needs Projects will be reviewed in terms of their cost justification.  The appropriate use of 

resources and the sustainability of the system on an ongoing basis should be highlighted.  Costs should be 

forecasted on a Quarterly basis for the life of the Project.  

 

Costs on a Yearly and Total basis will also be required for input on Exhibit 3  - Budget Summary.

Nature of the Project

Extent to which the Project is Critical to the Accomplishment of the County, MHSA, and DMH 

Goals and Objectives. 

Degree of Centralization or Decentralization Required for this Activity.

Data Communication Requirements associated with the Activity.

Characteristics of the Data to be Collected and Processed (i.e., source, volume, volatility, 

distribution, and security or confidentiality).

Degree to which the Technology can be Integrated with Other Parts of a System in achieving the 

Integrated Information Systems Infrastructure.

Hardware Considerations * (As Applicable)

Compatibility with Existing Hardware, Including Telecommunications Equipment.

Physical Space Requirements Necessary for Proper Operation of the Equipment. 

Hardware Maintenance. 

Existing Capacity, Immediate Required Capacity and Future Capacity.

Backup Processing Capability.

Software Considerations * (As Applicable)

Compatibility of Computer Languages with Existing and Planned Activities.

Maintenance of the Proposed Software (e.g., vendor-supplied).

Availability of Complete Documentation of Software Capabilities.

Availability of Necessary Security Features as defined in DMH Standards noted in Appendix B.

Ability of the Software to meet Current Technology Standards or be Modified to meet them in the

 future. 

Interagency Considerations* (As Applicable) 

Describe the County’s interfaces with contract service providers and state and local agencies. Consideration must be given to compatibility of communications and sharing of data. The information technology needs of contract service providers must be considered in the local planning process.

Training and Implementation * (As Applicable)  

Describe the current status of workflow and the proposed process for assessment, implementation and training of new technology being considered. 

Security Strategy * (As Applicable)

Describe the County's policies and procedures related to Privacy and Security for the Project as they may differ from general Privacy and Security processes.  

Protecting Data Security and Privacy.

Operational Recovery Planning.

Business Continuity Planning.

Emergency Response Planning.

Health Information Portability and Accountability Act (HIPAA) Compliance.

State and Federal Laws and Regulations.

Project Sponsor(s) Commitments [Small Counties May Elect to not Complete this Section]

Sponsor(s) Name(s) and Title(s)

 

Identify the Project Sponsor Name and Title.  If multiple Sponsors, identify each separately.  

 

Commitment

 

Describe each Sponsor's commitment to the success of the Project, identifying resource and management 

commitment.

Approvals/Contacts

Please include separate signoff sheet with the Names, Titles, Phone, E-mail, Signatures, and Dates for:

 

Individual(s) responsible for preparation of this Exhibit, such as the Project Lead or Project 

Sponsor(s).

 

Signatures

Prepared By
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		TextField1: To be determined

		TextField1: To be determined

		: 

		TextField2: The department has identified an individual to provide Independent Project Oversight in the implementation of this project. This individual is the Information Technology Officer from the Riverside County Information Technology Department, which is another County agency independent from Riverside County Department of Mental Health.

		TextField2: To ensure effective integration management, the BHIS Team will work closely with the selected vendor to establish a clear definition of the project (in the terms from the Project Management Institute or PMI, these activities will result in a Project Charter, Project Scope, and Statement of Work). Discussion with the selected vendor will focus on establishing the key tasks and milestones necessary for completing the project, assigning task responsibilities to BHIS team members, and come to an agreement about both the time lines that the department team must meet as well as key milestones and time lines for the selected vendor to meet (PMI: Resource and Communication Plan and Project Plan). The BHIS Team includes representatives from a range of work groups and programs (PMI: stakeholders) to provide a broad range of perspectives. This will be important in identifying and problem solving when challenges or problems are identified (PMI: Risk Plan and Integration Change Control). These activities will be led by the Project Director.

		TextField2: As already described, the BHIS Team will collaborate with the selected vendor to breakdown the project into the key tasks and responsibilities necessary to complete the project. This will include identifying all resources required including staff and other supplies / hardware. As described in prior pages, work has already been started to break the project down into different phases of the Project and work (PMI: Work Breakdown Structures). Tasks will be further defined in collaboration with the selected vendor.

		TextField2: Shortly after contract execution, meetings with the selected vendor will focus on defining time lines for the vendor as well as time lines for the department. Contract monitoring activities will require monitoring the vendor's activities and success in successfully completing tasks and meeting milestones. In addition, though, the vendor will not be able to stay on schedule unless the department is just as successful in understanding key time lines and completing required tasks. This will require effective communication to ensure that team members know what their assigned task responsibilities are.

		TextField2: Included within this application is the project budget as has already been established based on discussions with the vendor and after consulting with other Counties implementing similar projects. Working with the RCDMH Program Support unit, mechanisms have been established for tracking costs associated with this project. After all required resources are identified (such as staff time, supplies, and hardware), reports are available for monitoring utilization of resources. These reports will be used to monitor whether actual costs match planned / budgeted costs. As needed, adjustments will be made to the plan to ensure that actual costs do not exceed the budgeted allocations.

		TextField2: During contract negotiations, preliminary discussions will be held to identify high-level criteria that will be used for defining and measuring quality assurance. Shortly after contract execution, discussions with the selected vendor will focus on identifying and agreeing upon additional details for monitoring quality assurance. Definitions will be created to reflect the specific intended outcomes for the project. Quality assurance will be measured based on the extent to which the resulting product successfully delivers the defined outcomes. The full BHIS Team representing a range of stakeholder groups will be as involved as possible in defining these so that the outcomes will be defined based on the range of business needs that the BHIS will need to meet.

		TextField2: Almost entirely, staff will be existing RCDMH staff reassigned to work on this project. These staff are being identified based on their established expertise and authority in their area of responsibility. To ensure that the Project Director has authority and influence over the BHIS Team, staff will be reassigned to directly report to the Project Director. As the project progresses, the Project Director will be monitoring whether additional expertise or staff are needed or other adjustments are needed.As described earlier, 4 Leads have been identified: Technology, Admin / Fiscal, Clinical / Program, and Training. These Lead positions will be responsible for chairing meetings focused on focused topics and decision-making. These committees will be made up with other experts in the department. The 4 leads will be responsible for collaborating with the Project Director to coordinate Team staff time commitments.Due to limitations to available office space, staff will not entirely be co-located. However, BHIS Team members will be located very near each other making both formal and informal meetings possible. In addition, staff location will make it easy for the BHIS Team members to access information or reference materials from colleagues within their prior work groups.The Project Director has demonstrated success in facilitating meetings and committees comprised of individuals with diverse perspectives as the Manager over Quality Management. In general, decision-making will focus on acknowledging and respecting all perspectives and reaching consensus whenever possible.

		TextField2: RCMHD management has already begun communicating with staff about the BHIS Project. Staff have been informed that the department is in the process of converting the traditional paper clinical records into electronic records.Internal to the BHIS Team, from the beginning, communication will primarily focus on exchanging established written reference materials, informal meetings, and formal meetings. However, this may change as needed based on what works best for facilitating the most effective communication.External to the BHIS Team, communication will have two main purposes. First, it will be important for BHIS Team members to consult with others not on the Team as needed to collect information, fact-check, and verify opinions and perspectives. Team members are being selected who not only have expertise of their own but also well aware of who to go to when needing additional specialized information. As needed, additional expertise is needed team members can added. Based on the Workflow analysis and the perspectives that were included during earlier meetings, there are some key perspectives that have been identified for more intensive involvement in future planning activities: consumers, family members, managed care contractors, and inpatient providers.Second, external communication will also target keeping RCDMH staff up-to-date and aware of the BHIS implementation. Possible strategies include: announcements and materials provided to managers for distribution to their programs; emails to staff; included updates in the Department Newsletter, and meeting with Supervisors committees. Of course, training materials and scheduled trainings will be essential to communicating with staff during roll-out. A Training Lead has been identified to have full-time responsibility for promoting awareness of the BHIS project and coordinating training materials and activities.As has already been described, each Manager in the department will be asked to identify a 'Regional Expert' to represent the Manager's programs. This individual will be responsible for helping communicate information back to the programs they represent.

		TextField2: In this project, probably the most important procurement decision is almost completed. By far, the process of selecting a vendor is the most important procurement in this project, and that process is almost complete. The process used for selecting the vendor was quite thorough. A range of stakeholders and experts contributed to the process at each step: RFP development, review of vendor proposals, and contract negotiations. Representatives were included from County Counsel, Purchasing, and County Information Technology. Feedback was obtained from numerous other Counties implementing similar projects.Besides the primary BHIS software, additional procurement is primarily limited to hardware purchases: network servers and related equipment, signature pads and scanners for imaging documents in programs, and equipment for peer-support centers (PCs, fax machines, etc). However, additional supplies will be ordered as needed. Outside of the primary BHIS software, County Purchasing policies and procedures have already established the mechanisms needed for obtaining these additional supplies and equipment.

		TextField3: N/A

		TextField3: One of the requirements the department included in the selection of the vendor for the new system is for the system to use an interface that adheres to national standards.  The County Mental Health Hospital is one of the agencies who will interface with the new system.  The state is another agency that will interface with this system.  The system will have the capability to provide data in the format required which is HL7 format.Data reporting will be required for interagency collaborations involving the Courts, Sheriff's office, Probation, Schools, Social Services, Health, Office on Aging, managed care providers, and other community agencies.

		TextField3: The workflow analysis is described in Exhibit 2, Section 2.5. The training plan is described in Appendix F.

		TextField3: As addressed in Riverside County Department of Mental Health Policy #239 “Confidentiality/Privacy Disclosure of Individually Identifiable Health Information” and Policy #249 “Physical Safeguards for Confidential Information”, PHI created, maintained, used or disclosed includes paper and/or electronic records, is kept private.  Confidential information is only created, maintained, used, or disclosed for the purpose of performing job related duties, and shall be safeguarded.  These policies and procedures have been put in place to protect confidential client information from unauthorized use and/or disclosure.

		TextField3: Options in implementing an infrastructure to eliminate single points of failure will be evaluated. The goal willbe to implement a systems architecture that will allow for easy operational recovery upon any essentialsystem component failure.

		TextField3: The department has in place emergency plans which places emphasis on manual business processes of essential functions to use in place of technology wherever possible in an effort to restore the department's ability to provide client services in the shortest time frame possible. Working with the selected vendor, options will be evaluated for establishing a shadow server to maintain operations in the event that a system server crashes.

		TextField3: The department's emergency plan serves to provide guidance and procedures to prepare for and respond to significant or catastrophic natural, environmental, or conflict related risks/events that produce situations requiring a coordinated response.The primary goals of the plan are to protect life and property, preserve infrastructure, and continue the operationsof service delivery. As it relates to the BHIS project, this system will be categorized as essential to carrying out RCMHD functions.

		TextField3: The Department’s “Facility Access Controls” Policy requires the county to safeguard the facility and equipment from unauthorized physical access, tampering and theft.  The Department will continually assess potential risks and vulnerabilities to ePHI (Electronic Personal Health Information) and develop, implement and maintain appropriate safeguards to ensure compliance with the HIPAA Security Rule requirements.  Restricted login procedures will ensure access to the program by authorized users.

		TextField3: The department will ensure that the BHIS environment maintains compliance with applicable sate, federal and local laws, ordinances and regulations regarding the security and privacy of the patient's health information.The selected vendor will be contractually required to ensure that their product meets State and Federal requirements. This includes legals requirements for Medi-Cal, Medicare, and other requirements associated with funding requirements.

		TextField3: Jerry Wengerd, Director Maria Mabey, Assistant Director Donna Dahl, Program Chief Dr. Jerry Dennis, Medical Director  Ryan Quist, Mental Health Services ManagerKaren Kane, Substance Abuse Manager Maria Marquez , Mental Health Services AdministratorDavid Lundquist, Mental Health Services Administrator

		TextField3:  The project sponsors are members of the BHIS Steering Committee. This committee as well as the entire management team recognize the importance of this project and are committed to making the project successful. It it recognized that a poorly executed project can result in devastating and costly consequences. Therefore, the BHIS Steering Committee has made a commitment to dedicate the budget and resources needed to make the project successful.The Director and upper management have demonstrated their commitment to the project by establishing high-level connections with leadership in other County Departments and obtaining commitments to work on ensuring the success of the project. Commitments to help work on this project have been received from leadership in departments including County Information Technology, Purchasing, County Counsel, and the County hospital.The Director personally collected information from other county Directors regarding their experiences in implementing similar projects to learn from their experiences and how to ensure project success. The Director and Upper Management have committed to support the Project Director in implementing the BHIS.

		TextField4: Please refer  to Exhibit 4 of this document for summary of costs of the project.

		TextField5: The resulting BHIS will be essential for service delivery and billing. It will have an impact on business practices for many years to come. As a fully integrated Behavioral Health System (BHIS), the system will impact virtually all of the Department's business practices including business and clinical practices.  The integrated BHIS will include components meeting functional needs such as Practice Management, Administrative Workflow, Managed Care, Billing & Accounting, and all state mandated reporting. In regards to the Clinical EHR function, the BHIS will facilitate documentation about consumer treatment needs, interventions currently and previously used, intervention success, and provide access to information on services consumers are receiving from other providers.While not as essential and important as the BHIS, other needs that have been identified will have an important impact on managing staff trainings and supporting practice management analysis and reports for informing management decision-making. In addition, plans include providing consumers and family members greater access to technology and electronic resources in various peer centers and/or other clinic settings.

		TextField5: Project Development and Implementation will be centralized, training activities will be centralized to promote standardization, network and software administration will be centralized in the Department Information Technology unit. The remainder of the project will be decentralized. The main function of the Electronic Health Record is focused on recording services delivered at various programs throughout the County. Even functions for administrative units will be decentralized providing access to units such as billing, managed care, substance abuse, inpatient services, fiscal, management reporting, administration, and MHSA administration. Training activities will be decentralized at remote program locations as much as possible to minimize staff time away from the program and minimize travel expenses.

		TextField5: Communication requirements for the BHIS will be implemented for the following:• Data Center and Network• Desktop End Users• Mobile Users• Clinical Users• Managed Care Providers/Other Mental Health Providers (residential and outpatient)• Pharmacies and Labs• County Hospital(s)

		TextField5: Please refer to Appendix G.

		TextField5: The Data Center, Network, Workstation and Peripheral hardware required for the BHIS will be fully integrated to serve all mental health operations.

		TextField5: The system to be purchased will be entirely compatible with existing hardware. Recently purchased servers are within similar HP Product Model family and share many physical, power, and Interface/control/Monitor Parameters. Network Compatibility is compatible to existing network equipment and data wiring. New network equipment purchases (currently submitted) will allow additional speed and security as well and is downward compatible with current production equipment.

		TextField5: Additional racks have been installed. New, larger racks will be ordered to retire currently used server bays (currently in place) as well assuring more than adequate space.

		TextField5: Environmental/power datacenter equipment receives scheduled periodic maintenance either by manufacturer or appropriate County  Department paid for by services contracts funded by Department/County recurring cost funding mechanisms.  Servers/network equipment are covered by manufacturer warranties, and maintenance contracts where applicable. Network group monitors systems for failures, performance degradation, etc.

		TextField5: Environment (space, Temperature, security, power) currently exceed additional systems requirements with little or no modification. Network bandwidth from datacenter is adequate. Further modifications to increase bandwidth are being reviewed to accommodate future growth.

		TextField5: The BHIS will use HP Ultrium tape drive capable of terabyte + capability per tape. Tape Drive distribution among servers will decrease risk of single tape/drive physical failure incurring large data loss as well as provide increased off-site tape storage. Addition of image collection server will provide immediate/short term multiple server backup/recovery capability providing additional layer of disaster recovery.  Tape/Drives are also from same manufacturer/ product group as existing smaller capacity (Ultrium) production server tape drives.

		TextField5: The computer languages currently in use are for the existing Legacy System and for the most part are not compatible with the New Behavioral Health Information System (BHIS), with the exception of MS Visual Basic and Crystal Reports used outside of the Legacy System.  During the implementation of the New BHIS and other projects new computer languages will be adopted to meet the needs of the new system.

		TextField5: Maintenance and Support for the proposed BHIS software will be provided by the Vendor as stipulated in the Agreement.

		TextField5: The selected vendor will be required to submit extensive documentation on the product during the RFP process. Additional documentation of the software capabilities for the BHIS will be supplied by the selected BHIS Vendor.

		TextField5: In order to qualify for selection, the BHIS Vendor will be required to demonstrate their ability to meet current and future technology standards through the adaptability of their software. In addition, the  contractor be contractually required to ensure that the product will be updated as State and Federal requirements change.

		TextField9: The necessary security features as defined in the DMH standards will be provided by the BHIS Vendor. The new system will fully comply with DMH Info Notice: 08-09, Enclosure 3, Appendix B.
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BUDGET SUMMARY FOR TECHNOLOGICAL NEEDS PROJECT PROPOSAL


Category FY08-09 FY09-10 FY10-11 FY11-12 Sub-Totals Total One-Time OnGoing
Personnel


BHIS IT 312,524$       992,323$          1,122,323$     1,212,323$     3,639,493$      
BHIS Bus Unit 1,051,000$       1,051,000$     1,051,000$     3,153,000$     
Total Personnel 312,524$       2,043,323$       2,173,323$     2,263,323$     6,792,493$            731,335$     


Hardware
BHIS-Infrastructure 45,866$         1,456,000$       
BHIS-Trng Equip 55,000$            55,000$          
Research SPSS Servers 10,000$            10,000$          
Consumer H/W 100,000$          50,000$          50,000$          200,000$        
Total Hardware 45,866$         1,621,000$       50,000$          50,000$          1,766,866$            


Software
BHIS Vendor S/W 1,500,000$       1,500,000$     
BHIS Vendor S/W Maint 284,000$          284,000$        284,000$        852,000$        284,000$     
BHIS County S/W 216,000$          216,000$        
Research SPSS Licence 12,000$            12,000$          
Network of Care (Trilogy) -$               31,000$            31,000$          31,000$          93,000$          31,000$       
eLearning LMS 64,421$            7,295$            7,295$            79,011$          7,295$         
Total Software -$               2,107,421$       322,295$        322,295$         2,752,011$             


Contract Services
BHIS Prof Services 600,000$          600,000$        
Non-BHIS Vendor Cons 80,403$         10,000$            90,403$           
Total Contract Services 80,403$         610,000$          690,403$               


Administration Overhead 71,930$         204,332$          217,332$        226,332$        719,927$        
Other Expenses (Describe)


Personnel Operating Costs 172,875$       439,558$          490,863$        600,063$        1,703,358$     
Independent Project Oversight -$               50,000$            50,000$          -$                100,000$        


Total Overhead 244,805$       693,890$          758,195$        826,395$        2,523,285$            
FY TOTALS 683,598$       7,075,634$       3,303,813$     3,462,013$     14,525,058$          1,053,630$  


Offsetting Revenues
SA Funding (1,500,000)$      (250,000)$       (250,000)$       
Medi-Cal-FFP (121,023)$      (785,720)$         (678,546)$       (715,846)$       


Total Offsetting Revenue (121,023)$      (2,285,720)$      (928,546)$       (965,846)$       (4,180,113)$          


BUDGET SUMMARY TOTALS 562,575$       4,789,914$       2,375,267$     2,496,167$     10,223,922$          
Add: One Year sustainability after Implementation 1,053,630$            
TOTAL MHSA Funding Required 11,277,552$          
Funding already received (4,500,000)$          
Additonal Funding Needed 6,777,552$      


EXHIBIT 4 (A): BUDGET SUMMARY FOR TECHNOLOGICAL NEEDS PROJECT PROPOSAL
ALL TECHNOLOGY PROJECTS
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Stakeholder Participation

For Technological Needs Project Proposal

County Name:

Project Name:

Counties are to provide a short summary of their Community Planning Process (for Projects), to include 

identifying stakeholder entities involved and the nature of  the planning process; for example, description of 

the use of focus groups, planning meetings, teleconferences, electronic communication, and/or the use of 

regional partnerships. 

Stakeholder Type

 (e.g.,  Contract Provider, Client, Family Member, Clinician)

Meeting Type

(e.g.,  Public Teleconference) 

Meeting Date

8.0.1291.1.339988.308172

Corina Leon

11/06/2008

Department of Mental

Karen Saunders
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